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Objective #3011NNI
* 1] Objective DP uag Effect 119AL589UULEY
wnunan wazUduiasy Objective DP
way Effect vuidunnuiasanala
AnuANa (Task) - AR Effect

~\&on Effect 1R ot uiinAanioldonia (Task) A
Drop-Down List

- MARUANUIY

- JUNAAUNYIYINREN RIDLEBNANUNYI8IUNAN
714 Drop-Down List

- gusadausidunisiwdas “wansenu” 1u
“A” (Effect-to-Task Matrix)

ATIERNUTLEY - Ua@RMIR1519 CC CR waz CV fetsn
- Fen oV andufinunaeiides
- amnsnszysziuanIinandu lunasiidsusagsens
- ANNIATTYTTAUANUTULT Tunasideusazsens
- gnansaruussnasnstostulunasidsusarsens
TgMIuAlANINAIN @ UIRTAT
- mmimzqmm%ﬁmmmﬁa
- gnunsadnvindusnsng Risk Analysis Matrix
- AUNTAAARINANTANT U UATUNINTNITUBIA Y
(ldmousuianisyms)
131500 AN TAUsEANS NanuFLS e
Effect 61139 TnaA1mualauinni e u1nsin wazdl

01N MOE

mensinegeties Wy 1uu waviesay
Saviudunis19 / Dashboard i on1sAnnuLas
Uszliluna 1aguanInudunus seni19 MOE Au
Effect (Inouanadunnudsinesan defiununaiun
A1AU)
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Function an Function &ag Feature §1A%y
91 MOP - @nsanuuaNnsinusydninanitudSaves
Task 199 lagm1uualaduinnil o N1ATIA Lag
fndrgmsinegnetes 1Wu 1w uavdevas
- ¥t un1519/Dashboard vt 8A15AARILKAY
Uszilluna Taeulaniaudunus 131113 MOP Ay
Task (Inswanuduwnudadiavan Jafiununaiun
A1)
MmuasseeMsUUR - duauensne CC CR wag CV vadensn
- 180N CR Wlethufindeyasvazmsufid dedrinsu
L3R WAZIZYENY)
- Boninaidssidfyifedesiuszernsufua
AMUUAANNEY - dEuan1519 CC CR uag CV UBerneLsn
- a1u15aLden CCul evuvindoyag Anniy
(Culmination)
- \denszoensuURuazinaeiid e adesiu

Culmination %

- J¥uuday J-MDMP
AIUENNNTOVDITEUY NAsTiiesessun1suiRnu deazidenndeluil

Function #&n Function #ag Feature d1Agy
WATENINY AshakazlanusNal | - @ausatuiinTngUsrasRlasuIn1ensleings
Yaanginile - anansatufindnds/nmenmsnauiyemhomilo
TL719934 - gnsatufindeinaasswesaniuniniagiu

- @11130U3UU59918715 WE./Ave. 90 JIPOE Lite il
nsvdeiiaaafiuiy
Aanie Aauel - aunsatuiinfaewzildfuneunnmhemie
- ansadufinAaudsi sudusenisussaaisfuas
MOUAUDLINUITUIVRIEmile

Amunfad @y - ANIEENAANTN Effect

(WUUT! o AvueRa | - Wden Effect il etuiinAaddeyd inseideniaddayds
dfeyBean Effect (Task) »13 Drop-Down List

to Task Matrix) - AMUUARLIY

- TUTNANUNYIEINNEN BRI DLABNAITUNYIYIUNDN
f14 Drop-Down List
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lassnssarhsndaunssussans nastysImMInaannny

Function %an

Function gag

Aund D
WUUT o
(Ongdnsnzrannia
LAW1E NALLKN)

AUNRFIY

NUNIU/ANAUA
aneanyned
#89n15 (End State)

NUNIU/AAUA
NANTENUATUAYY
(Effects)

o

Feature d1Agy
anunsadnausidunisislas “aansgnu” 1Oy “Ae”
(Effect-to-Task Matrix)
ansanuuaunsinusydndnanudSaves Task
A9 lagAmualauinnin o 4Insin waziniienisin
pg9tioy LU 91w wavSovay
Fariduni319 / Dashboard \#f 8N15AARINLAY
Usziliuna lnauaninuduiusszning MOP fu Task
JufinAaddydandedoniaddyde (Task)

%13 Drop-Down List ¥09f9tan1y ALk

AvuARLIE (673)

TUNNAIIUNIIYIUNEN NTOLADNAINNNY U IUNAN
»14 Drop-Down List (§13)
aunsamuunnsinUszansuannudnia (MOP) 909
Task 9199 lagnivualauinnil o N1A53A Layd
wihensinegeios 1y 91w wazdosay (E3)
Javiudunnsns / Dashboard iiensnauuasUszifiuna
T8LEARIANANRUSIZIINe MOP AU Task
annsatuiindeteduiidesu iR viedondetsfuiides
UjUR m1u Drop-Down List
annsavufinderiuiivial R vieidendevinuii iy
UjUR m1u Drop-Down List
grursaduiinngnistinigs niaienngn1sldnngs
f14 Drop-Down List
ansatuinauuigiuisdudmiumsumandennadla
anansaUiuUgaIenns wua/mve. an JIPOE Lilelviinng
vdaiiansaiiuin dnsududuauuigiu

awsniseng uazuulgsteyaannizaninedifesnis
(End State)

a1u1aLseng wazdiuuss L'ﬁauléums?;uqﬂ Termination
Criteria (1)

ansaisengansNYnaudnatifn
a11130USULAataYan1TIATIEiYaAugnatAn way
U5uugsivluseuy JIPOE

a13058NgAN519 CC CR Uay CV vastnfn
anansadion CV iletiuiindeya Effect

5¥yUsELAY Kinetic 38 Non-Kinetic Effect

4~}

B
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Tassnssarsndaunssuasans nastysimnasna lny

Function #an

Function &ag
NUMIL/MHAUAYA

WRN¥n (Decisive
Point)
NUNIU/NINRUA
Togusvan
(Objectives)
JATILAIAAUENA

NNELST

AATIERNIE0ES
NENTANANTVD

VYLD

AATILILATIASN

ANA9

Uszifiunnaides
Fudy
asnalutuay
LAUNTUAIYD

VY

AUy

NUA./AUD.

NN5DABUUNIY
gnsn1g
AATIZNN5NAVDS

AREIRG!

Feature d1Agy
- @115013809 91519 CC CR wag CV Ya9U1@n
- 18N CR iovudintoya DP
- Bon Effect Wgadasiu DP 1y
- @115013809 11519 CC CR wag CV Ya9U1@n
- annsaiden CC Lletiufindeyainguszasd (Objectives)
_ den DP wag Effect fAeatoeiu Objective 1

4

- asaisenamseagudnariest (CC CR uag CV)

- anunsadTunseyansisigviaaaudnadiesn uag
Uuugeluluszuueaniuunegnsnis

- 3ung LOO My Non-Kinetic

- ansnienquazUiuUseia (Task) A satesiunis
?iamsmaqmﬁmam% (Non-Kinetic)

- anansatiuiindedeiisududmsumsiomsmaegvseans

- aunsalsengansialasasenmaednesnludagdu
(ans¥antas anunmidananasgnlsunsal)

- annsasEyANNFBInslassa s St aLAY

- anInsryAMIFINsid AL Ay

- annsaszymNFsnselsUnsaliiuiy

(drudinsrnaeudnads Iaonadasiuszuuves nwyms)

- amnsniFenquazyuUssteyalumisiinszsiinasiidss
wazUTuusadlulussuumseenuuumegnsnis

- annsaduiinarsnakaadlual lngdvesdmiunisdudin

AIDUAGH 5W

- annsaduiinianusualves wuvaa. tnedvesdmsunis
tufinaseungu Tnquszasd 383 nadwsaavineidesnis

- ansalsenguarUiuUTeTIens wua/ave. (1 JIPOE)
waztufindeifiaaTavesaniunmdlagtuiisids

- aunsadnsenauazyTuusateya Line of Operation
(Forces & Time)

- WANIRSIINaNIENU (Effect) A9 (Task) kagnuiganu
(Effect to Task Matrix) laganansausuusamazduiinngu

winluluszuuniseeniuunegnsnIg
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lassnssarhsndaunssussans nastysImMInaannny

Function %an

Nl w/U

AATIEH WA

Function gag
AATILVALNNNUA

157U EN8R199)

diaduan Effect to | -

Task Matrix

WUINNITINHALY
nETaRuTRYY

PRUININTIN /U

YUTINNANITIATIY
NTLUUTIABIELNG
(JTOS: Joint
Theatre-Level

Simulation)

4

o

Feature @1A&y

hufinfia (Task) MiduReatiuayy

AAUANRLIE
#usanruaLInsInUsEaNSNanudusa (MOP) vas
Task #1199 Tngmnualauinnin e uInsin wazdniae
nsinegraties Wi S wazdesay (614)
Farndun1s19/Dashboard tien1sinauuasUszidiuua
1ALERIAIUEUNUGTEINe MOP iU Task

'
Y v v =]

anunseduiinlandangdeduiyrinerhlugnisdavi wd

LEMInN198 Effect to Task Matrix

= U = a o 1 a wa
a1u13aLaen Task udufindinn wazaiwaailunsufon
WiouIaIaTEYTUNSURUR Tu Task w9
wamsn iy COA Line of Operation (Forces & Time)
wanean iy COA Sketch (Forces & Space)
annsatuAindu wA wuusng Lﬁaﬁwlﬂgjmsﬂ%mﬂsm
WiousaruIsaduiinagudenansneseniig v/
waazwuula
411130UIAN5IV/HANTITNITIATIENIINTEUUI1A09E NS

Y o = A a I A= .

WEnduiin iedases (snen1snquililu Option)

Y =1 ¥ al v a 1
A11500UNNVOR VBLFLVDILARY /U
aunsatunin dedula
ansndninsensuuUfuRsiely (Sequel)
#1150 IAYIUNUU URLHTeYLe (Branch)
a1u15auUsuwn W/ Bnesn
AL AN UALLDEATDIUTEUIUNIT
a1u15aTuNnN15IANINNNSSUDURTI9Le
anunsavuinuuleasnluieane/Aaan15snaLRL
ANU150UUNN VVE./AUD. NADINITHNULAL

aunsadniinensieanasla (Decision Support Matrix)

Do
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Tassnssarsndaunssuasans nastysimnasna lny

Wlguwisu wu | Triaswuu whay wl -

Function #an Function &g

AuaLnNUIUsEEIUAT | -

(Evaluation Criteria)

fsoneydidna -

Usepiua

MuusnaUsEY | -

A" (Evaluation

Criteria) 989 @55.94 | -
(NW.MUT VINMS -

AUNMIT NT.NUS
Fa.1115 ady.nmg)

ayunanisUSeuiiey -
uwing WU -

Traswuy whay -

wi Tog d59.5u
(AW.NNTT VNN
AUNUNT NT.NMT
4.3 duy.nmg)

asunanis -

Wsuweuwmay w
Tny @55.91 (AN

NS VIS NU. -
Mg NSNS @d. -
NS AUV NIT) -
anadlalag -

AaRudnyn

Feature d1Agy
A1UN50MUUANUTIUTEIEUAT WSBNAIBT UMY (MTBlaDN
Na9IUTBEUAIINUINTFIY)
awnsasmuntmn wieuesung
ANUTOMAUATEAUATLLULAT NI luN S TAZ LY

o v ! A o Yo
aunsand eulesdeyalig nisasuiiv ednauelviu
AUsAudyY 938 Bl wag/n38 War Room
#1115 0UANNANTTRTUINHTIAUTYY LileaydR

I3 a U =) b4 o 12 a U
st Useidua wieliusuusanasidssiduan
w¥ouduiindedniiu
A1U15ANINUALNUNUTELTUAT VOIVBY d55.0U
W3oUA185 U (MIBLRONNMNUTHEUAIAINUINTTIY)
aunsafuuaIniln neuAaiUNe
auNsaMrUAsTAUAZLUULAE HANNAeT U SIiAE LY

annsotufinuanisiinzuuun i liSunse A
NouTUTNTORAALIIY kaYSINATLUL

anunsadavenn w filSeudiey
gusauEUaNanIs iRzl uuLea wAU
gusavuiinden Jelde veunay WY
anansavuiindelauaiug WA ﬁtwmgamﬁq@

anusadurinwan1siinswuy U 1oy @55.9U (AW 19115
YLNNNT NU.NTIT NE.NM5 @d.M715 dUD.N915) NS au
TUANTaAMIY kA IINASLUY

ausaviauenin v fieufiou Tae @55.9u
(AN. 91T VL.NUIT NUNAIS NS.N915 @8.9915 au.
N919)

gunsnrEuaNanIsiRsLuLLAaY /U
gunsaturinYen Taidy vesunay /U
ausavuiindelausuwuy w ﬁmezamﬁq@
YnausnanisiUseuliiou wasiauouus wa iz
o

(YY)

aunsatunindannaslavesdfadudayw

o
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Function %an Function gag

WAILLAULAE FIUT3U

ANES

o

AN

NLAZWLANTE

[ o < 1 aa v 14 & P
- Favindugdiasluguuuudaia nsoussyasaikaziudn

Feature d1Agy

- usNTeyadnsruutrsdulugUiuy PDF/MS Word

diolinsounqudeya Fatelud
) @n1unI1sal JIPOE)
©) 11573 (Rawnasln)
) NMIUJUR
ann) WWIALANIUNTULUR
aNe) LALITUA]
nNlo) sﬂ'jumiﬂﬁﬁ’a (LOO)
o) MIUFURN ST (/U Tdonud)
one) Matasfudevsennia (wd Mdenuda)
on®) nsufuantsluludidiunds (m/u
MAonud)
o) NMSUJUANSY1IENT
anel) NsUZUANMINlaiuas
o) AAVBIMUILTOA.....

o) NAVDINUIYTN.....

md) NDINYU ...

ad) AuuzilunsUszaIU
&) NIPITU
& nstiiuyruaznisieds
HWIN N NISIARNIZAY
NN U U1INTO
KN A wAUAntuN1sUUR
HUIN ¢ NMSUHURNSHLAY
wian 2 MsuFTRnsluRuidumds
HUIN 2 NSUHURNSY1E3
N 9 NURURNIVNaleLURs
NUIN & NI
HUIN A N15AIAAIUNTS
HUIN 7 AIN1TWALSOU
NUIN 0 @18N15UIAUTYYY
NN N1 MIAeasuazdidnnseiind
HUIN W NISHINTNY

\
1Y

D

Y

wiby/oudild sunsduiinsetenulsau gueRudys
Alasunisuanine wislianunsaniuaeulidulaladn {7
W 87704l9 TUNITWANTWBE19ASUAIN waElasULBNaNS

atudsuugenilulagdu lunsdinfimsudly

Do
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Tassnssarsndaunssuasans nastysimnasna lny

M2-1-4: SEUUSIUIENITENS
[seaumuendglunIsWRILT: SEaU &

Uszanaunssuuszanalun1swaiunszuu ®06 AUUM

AYUEINITAVDITEUY VIA3iiiile09sun1sUfURNL d5eazdennmaluil

o

Function #%an Function gag Feature @1A8y

v

A519950UMS  @519URe9U (Cell) | - @1015083191agMNUAT1950UNTSVINNU (Battle Rhythm)
197U Battle 1315779

Rhythm - anansamyusvenulingsaumsiukuuliine Tnesun

5789 91U 2891UTUINTOUNITYNNIU WALI 1888 8ATDY

'
v @ s

NUIBU 919 S18TRTIAUTYN S1eTomdina 1ATeasne

Y

A1599 UNUINANUSURAYDU TBINNNITANAD

A519AEYINU a1130a319AMEIN91U (Group/Working Group Wag Board)

(Group/Working Tunesaunisyinaukuulidng Inefrussietannzyinau
Group Wag Board)

LazIAYIINIT19IAN

TU2950UNSVINNU LaLT1UaLI8ATINUILNU 017 S18T0

. A dsudyn Meverama laswadinsdn e uiiaveu
11591914 . o
PFOINNAITAARD

- @1115099/USULUA 8UMNTIIAINITVIIUYDIALYIN9T1Y
A199) Tu959UN15v9U (Battle Rhythm)

- AUITOUNEUDUNUAINLT 94287 LN E’JLLﬁﬂﬂﬂ?Wﬁ‘iUﬂ’]i

wa

UURnuvasangyinululesaun1syineny waseulesny

'
a )

Uiy iedeans/uduseuliugiiiedves

M3UHUANIIAR amnsaivuesensteyain /Al (nput) veusiasanyiha

YDIAQUTINI - aunsarrunsensHafilésu (Output) Tedudazaisyinau
(Group/Working
Group Hag
Board)

- ANNSONMURTIIANSANSALTEUNTT (Process) VDA asALIINgL

- @MN30MNUANTENNTUTEYN (Agenda) YodumavAnEinaY

ALYINNUANNTAIAYIIUNUNTU TR

AMEYIIUAINITATAYIANT 90T LAgTEyN1TAY SEAUY

AINEIAEY HSURATOU HAaNEYIINTs uagmuuaudnase

Y

3 a o A o I
FIUVNINYATLRYNDUS) Ny

ALV UAINNTORARIUKNANITUHURAIUUNL/ANFINTT

Tasdnisudaiiou (Alert/ Early Warning)
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lassnssarhsndaunssussans nastysImMInaannny 5%
. ________________________________________________________________________________________________________________________________|

o

Function #%an Function gag Feature @1Agy

v

- AMEYN91Y @111 UAT18A1S Dashboard/4 9383110

Tactical Data Link #a3siliieativayunisug sy

ANLIINNIU @1unsaas1alnanesuasinalnestes @1msunns
Jofiuuiluienans/Inddeyaluguuuunieg Tneamuzriia
anunsold Tag Tisulwdsneg dud/dndu ileauazann
TunsEUAL/AAIEA

- ABEYINNU @UITARTIVEDU ARRIN LIUABUAINATUNIY
U93983a91n Dashboard/¥93a31n Tactical Data Link/

s ldlulnanesnigg auseuaNmuun

a1u19011Y0ya31n Dashboard/483a31n Tactical Data

Link w39 ninlainaseieg Fudnauslunesseysu/Mobile

Device
AUUAS/ ~ @INT0RIMUATIENIIANSAAAILAa AT T T udmu
AsAalA g (Cell) wagdidndonlianunsnssyniuaennaey/
w9 (Cell) ARt stuANEYIY

ausamruAsIenITIsUsEuan unsaln s dudnsu

g (Cell) wagdidndonlianunsnssyniuaennasy/

AULNEITDINUANZYINGIU

g (Cell) @ansndnvinununsuuRu

M1 (Cel) @11130909ANEINTS Ineseyn1sia sy
Audfsy §SURnteU NadnsTinnnds wazinuakdILEse
saeswazidend uq M9udu lavaruisaszuniny

ADAAADY/AINUNITBINUAMLYINIIU

gy (Cell) @unsafnnunan1SUFURAUUNL/AF NS
Iaadin1sudwdau (Alert/ Early Warning) waza1u1303sy
AUABAARDY/AINALNYIVDIAUAMLYINIU

w8971 (Cell) @13150f1UAT18N13 Dashboard/Tayaann

Tactical Data Link fiaasiliieaduayunisufjinau

e (Cell) @aunsaasiainamasuwazlnawmasesy @Sy

msdanuwiuenans/vddeyaluguuuunneg lnsamnsald
Tag TiAulaldangg Mnd/dmiv eanuazainlunis

AUAL/IATIZI
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Function #én  Function &98 Feature d1Agy

ALY @NU1TONSIIEBU ANMIY IWADUAIIUATUAIU
¥84783a910 Dashboard/¥93a31n Tactical Data Link/

s lndlulnamesiieg auseunaInnvug

81115011783 a31n Dashboard/¥83a31n Tactical Data
Link #3031ntnaLnaseinee Yuiiaueluiesuszyu/Mobile
Device

ANNUAIU/ ANU150AINUATITNITAITAARINADIUNITAIN TN Tud s

Asnali i (Cell) wagdidaFonlviaunsassyanuaennasy/

8974 (Cell) AULNYTDINUAZYINGIU

ANU150AINUATIENNTNNTUTE YA LN TAIA WD udmSy
i (Cell) wagdidaFonlviaunsassyanuaennasy/

AULAYIVDINUALYINITU

g (Cell) @unsndnvinununsuuRmu

M1 (Cel) @11150909ANEINTT IAesEynIsha SeeU

1Y v a v 6

AUEIATY J5URAYOU HadNSNANATT waziruaLdNaSY
i a = a o

s 9s1eazidend uq M9y lngaiuisaszyniny

A0AAADY/AINUNYITBINUAMLYINIIU

e (Cell) @un5AnnIUNaNISUNURMULNL/AEINTT

lagdin1suduiou (Alert/ Early Warning) waga1u13assy
ANADANADY/AIUAEITOINUAMETINGIY
- My (Cell) @a3n3aimunsI8n1T Dashboard/Uayaann

Tactical Data Link na3silieatiuayunisug] sy

nUE9U (Cell) @arusnasralnainesiazivainesyae
dmsunisdaiusiuenars/Inddeyaluguuuunneg lng
anunsald Tag Isulidsinag Mindr/dndu eauasann
Tun1sduAu/Ansien

- ANETINNU @IUNSATIAEBU ANAIN LIUADUAIIUATUOIY
Y899 03831n Dashboard/¥83a31n Tactical Data Link/

msundlnalulnaneiaige auseunaIiivue

a1u19011Y0yav1n Dashboard/Uo3a31n Tactical Data
Link w399 nlawnasee Fudnausluneslseyu/Mobile

Device
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M2-1-5: S2UUUSUISNSHNSIUVaINa1ining

[szauaueIndelunITwauN: sEau ¢

Uszanaunseuuszanalun1swaunsEuu & A1UUW

AYUEINITAVDITEUY VIA3iiiile0Isun1sUfURNL d5eazdennmaluil

[

Function %an Feature @1A%

v

N13AIUUANY/SHE A7U13509AY1 Master Plan/Rolling Plan 5289 9Usg0104n1530Us2U 8

N136N Yo3n15EnTuazNay Tusees o U

ANUN50@519N/SHANISHN ﬁ’uﬁﬂi’mqﬂismﬁmwwﬂaamiﬁﬂ LAYIIEALLIEA
=%
YDIN1SHA

AN1150AAMIUAINTTUBLBLADIULANSANIUNITVITHANISHN

NSUTMS/AANTHN | - @ansamyvuakEu aNTsulasduinAUA 1IvtITeeNSTANANTTUNITINMNY
msiln sisludu PPM CDC IPC MPC uag FPC
- aansaduiindeyanngyna/insINN1IINNANTTUNITINUNUNISRN
- anunsadaiulidienans/deyausznoun1saauEunIsEn
- annsotuinu/manisUssralumsnasunsiin saisianumanisduiuen
AULR/HaN1SUTEY
NSAIUANNISHN - ansatiudinun wénden w Tilugessmneveusasndngnsnsiln
- annsatuiinaussouy (nwe) Annanisislussdumizeuas i dady
AVUEYDINITEN
- @1n50dnvuazUSU Lesson Plan/Schedule msiin lngdufinsgasidenves
Aenssumsin Tnquszasd Tand usu ndnfen Wi aussous (inwe) ARedes
svsszezae Bn1eUseidiuna
- anunsadmiuienans Tddeya, nw, 1des, VDO Usznaundngns lneanunse
sy vanToy WA aussous (nwe) AAeades
nSEN - f¥ansiln ansnsavdndeyasiederidqiin
- JIANTSHN aunsndnnauveEliiEn
- fdansiin aunsaidennsiinflasiitrdeyagvlsunsallunisiinle
- f3unsiinaunsaieng Schedule N3in lagduiinsgasidsnvesianssy
n13in TngUszasd lang unu vanllew wU aussaur (nwe) gnlsunsal
fiigates sutasvezinan Tnsusuidiuse
- {Fumslnanunsalengienats Wddeya, nm, 1deq, VDO Usenaunangns
Tngannsasyyuny néndew wi aussous (inwy) MAeades
bb =@))|
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Uszneudeusundnduimunnuaainenssuesdnsauueunaiaduvetesdns uay Digital
Platform nansdwduliueundaduimmn anunsadenldeuld Tne Digital Platform nanafidasioluil
- Digital Identity Platform
- Self Service Platform (MyRTARF)
- ISR Platform

B

|| ASIAN INSTITUTE OF DIGITAL AND INNOVATION e@&m



Tewuatuauysal (Final Report)
lassnssarhsndaunssussans nastysImMInaannny

- Planning Platform

- Command & Control Platform

- GIS Platform

- Report/Form/Workflow/Digital Archive Platform
- Data Link Platform

- Big Data Platform

- Analytics/ML/Al Platform

- Digital Government data exchange Platform

o) TAseadnanugIuszuuUszaana (Server Infrastructure) Usznaudie
- Virtualization Platform
- Server

- Storage

@) lasea¥1eugIusEuuAIaYie (Network Infrastructure) Usznaunoeg
STUULASOUEEINSUSLUUANTAUMALAZARIE B99zuiady b 1asevne tawn
- @5e31829U8 (MIS Network)

- @3831829UA (C4l Network)

syuudoans Toun
- SEUUINg
- sguvlalasion
- STUUAMITIBY
&) wmaluladn1sidausaszineszuunaundind (Integration/Middleware) Usznaudiag
- APl Gateway
) wmalulagn1susnsdanisdaya (Data Management) Usenaudag
- Data Catalog
- Data Governance
- Data Services
o) WAalulagn1snaIsEUULaUNAAYY (Software Development) Usenaunae
- Requirement Management
- Software Development Tools
- Software Testing/Quality Assurance
- Software Configuration Management

- Secured Software Development Practices
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<) walulagn15u3nnsann1332uu (IT System management) Usznaunie
- [T Service Management
- License Management
- Mobility Management
- Software Distribution
- System Monitoring

- Application Monitoring

o.0.0 danisnsaulaseadieugiunenisniw

nmsdsalasaisiuguluiiagturenestymnisnesinlve nastamnisnesinlne fleud
ponfialnes 1uinng quavimsianisiaissneufiamesiaitie (Server) szuudaifudoua (Storage)
wiousvuugudeya dmsunisiauissuvansauna vesnesdyyinisnasinlvenngluuu Tusnis
13 eaneufialnesuivne Server luguLuy Virtual machine TnefTusunsy VMware \umonsduasild
UmInsnensveaesesreuiiumesliinazdu RAM Storage CPU Tunissiasuaiaspaufinmesiaion
FeazFonadasiignldninensin Host uazoniedenadioudn Guest Tngluaios Guest anusafinga
wagldnussuulidinnsidatieusudurenduaivilwenniosnenfinnes

uenand Seliqudaoufinmes un.vw. d1ses i earunsaliuinisldesadeides nd

a 3 Y

udapuimesuan un.yn. lanwnsaliuinisla Inelassasinisidenlosvesaudaauiiamesnan uay

e

Audaauineid1Tes dsgasidundanin

pplication MIS

REJEREE )

SAN Switch

@

SAN StorageMIS

[themet S wach oo
10100/1000 /1001000
Data Replication Line MIS

Notwbook Aduinitis ke Zoss

Network Operations Room Data Replication Line C4l

o vt 4

—— P P

SAN Switch C4l

g SAN StorageC4l

DC-Site DR-Sit
RTARF DATA CENTER RTARF DISASTER RECOVERY Site
guiinoufoined nesdyrmenaninive udsiane guirosned e neadyrimenasinine aeyd

AMA ool MuTlATESIIUgNIUImMAlulaEYty veanesyinisnewining
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Jagulinsueniaievieninieninesndu b wsetieaguds lasaisdesdnisdnyinssuy

Auddayad1509 (DR Site) 14 b LATBY1ENBLTAINNTOMAUINITTEUULBUNTATUNINUATDI NN,

Ialuantunisalanidu lnelianuiouletasaviennn

Physical Layers

MIS Network

Physical Layers

C4l Network

¢ ¢ s a s 1 U A9 ¥ oa 3 a ¢ v
Q‘UﬂimaqiﬂLL'J?Lﬂ'iEN?‘]'P]@JW']W]@ELL@JGU’]EJMaﬂ‘V]IWUiﬂqiﬂqﬁliuqugﬂamwal’@ai Usenaunig

= a s o 9 ¥ a a =
LATRIABUNILABDINANLUU Hyper Convergence m‘VVU5ﬂ']5 HINYALLBYNMIY

£
v A

Aoufmaswiivne Hyper Convergence DELL-EMC Vx Rail P570 §7uau 6 1A50q

vvvvvv

PU
ViRAL 396.22 GHz free
—

vvvvvv

& VMs

vvvvvv

CPU Total 536.22 GHz

CPU Used 156.86 GHz

nnnnnn

CPU Free 396.22 GHz

vvvvvv

SSD 1.6 TB x 4

X 6 Node

*1aevih RAID wgly 19.8 %

Memory Storage

319.99 GB free 81.61 TB free

350 Hosts
[e] <]
Memory Total 2.24TB B Storage Total 268.25 TB

Memory Used 1.93TB Storage Used 186.64 TB

D
D
)

Memory Free 316.99 GB

gunsalansauwTiATasneuinesuldvdeilvuinisnigluaudaouiamesdises Usenausie

LASDIABUNILMDTHUVITTIUIU @0 LATDY NHAUSAT AS18aZLDYnRIN

P

o&»
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Home

(7 RTARFVCENTERDR.RTARF.MLTH v

o CPU Memory Storage

E ) A 276.27 GHz free 13 TB free 196.25 TB free
Q0 REEERERRED " - =
r - - 12.11 GHz used | 288.38 GHz total 330.68 GB used | 162 TB total 45.77 TB used | 242.02 TB total
amtane VN C93 & VMs 265 [ Hosts 10

o 4 0 10 Q 0
CPU Total 276.27 GHz § Memory Total 1.3TB Storage Total 196.25 TB
CPU Used 12.11 GHz Memory Used 330.68 TB Storage Used 45.77 TB

CPU Free 188.38 GHz Memory Free 1.62 GB

Storage Free 242.02 TB

Poyaatanisidauvesgudaeuiawesiulagdu Iseavideninin

HCI

Now-20 Dec20 Jan21 Feb-21 Mar-21 Apr-21 May-21 Jun-21 Jul-21 Aug-21 Sep-21 Oct-21 New

—Guest {Count} —CPU Use{¥} Memory Use (5 Starage Use (%}

Mov-20 Dec20 Jan-21  Feb-21  Mar-21 Apr-21 May-21  Jup-21 Juk21  Aug-21  Sep-21 Oct-21 |~ MNow
Guest (Count) 224 224 230 231 255 248 255 241 249 214 237 238 240
CPU Use(%) 26.05 23.71 24.3 27.4 30.2 31 32.17 28.33 38.74 37.1 27.34 23.97 22,22
Storage Use (%) 64 63.4 72.1 72.62 71.54 == 50%
Storage Space (TB, 263 TB 263TB 263TB 2637TB 263TB  263TB 263TB 263TB 263 7B 263 TB 263 TB 263 TB 263 TB
Memory Size (TB)  2.24 TB 2.24TB 2.24TB 2.247TB 2.24TB 2.247TB 2.24 T8 2.247TB 2.247TB 224 TB 2.24TB 2.24 TB2.24 TB

O &~ v 1 o & do [ v a v o 1 °
viall Insldvtheanudt wasiudaiveglulszanags (co%) Indifgsiuiuniieaudd
& do g da v a a . 1 v Ao &
uariundaAunEuaY msiinsussliuruin (Capacity) vedlassaifiugiudunsusvanana wasidainy
Joyanusausel enwnulunisdaniiufuiiosessunisldnu AluwalduiingnTueg 1951057
Tuauan
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.00 MIFAMITTUURBUNALATY AInaunaarasy unlassas1ong I

annonssuosdnadmneduueundiedu awgnindaliuinisuy b wietevdn Tneiivdnms
Fasteluil
- MIS Network  dmuusuwdiadulunsiandniily uazueundiadunszuiums
ATUAYUNNTYINUAN99)
- Cdl Network dmsuneundadulunisiandnmanms

Cyber Security

MIS Network C4l Network

MIS Application

C4l Application

MIS Digital Service Platform C4l Digital Service Platform
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o.2 daanUnenssussansidinunefiuanuduasuasnne (To Be Cyber Security Architecture)
0.2.0 Msamvasaalnenssuasansitinang druanudunsuasnne
n1seenkuuanIdnenssuesAnsidInNneg arua Nt uasUaenny (To Be Cyber Security

Architecture) vaanesUymnisnewinlnety uenanazsifumsaniiunmsiielidenadpeiufiamenisimun

Y

93ANINUUN U UAT19N15 T beob-bewo vainaadyrinisnasinlnands dadulumiu NIST

=

Cybersecurity Framework dadunilslunsourhausuainutuasasnseluuesdaduidenldogsunn
Tutagdu lay NIST Cybersecurity Framework IfiauendnnisuazhuIm Ui URTA Aveanisuinig
Fansanudes Weensziuanutualaonsevedesdng suludaheldesdnsausanunutosiu
R399V Lamavauswadeanmuliegnaianluszuu neaszd1feyves Framework wiseandu
& dundn Ao

®) Identify - m3szyuaziiiladisuuneneg Wonsumsdnnisanuides

i) Protect - MyNaRsTIUMUAILilaUNTBsTEUUTBIRIANS

@) Detect - NMsfMuAtURBULAZASE LU Wionsradudaunsaliiinynd

&) Respond - miﬁmuﬂ%’jwauuazmzmumiﬁmG] \Wiosuflofudanumsainnfiinty

& Recovery — M3fuuAT URBULAENTEUIUNIIAY ieligsAvanunsnduiuldagis

sanilos uazituyszuulvinduAusindowda

Capability Maturity Model Integration
Level 1 Level 2 Level 3 LE"F' 4 Level 5
- performed - - Managed - - Defined - = Quantitatively - Optimized -
Managed -

Pecple MTHAILMALTAAIMIANNNTOUAINT UAYMN.

Process

Technology

inasilszidiuaaniauduauduasUasniulowes 5 U
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o.2l0 Sgazidenvasaalngnssuasansilnuuneg druanuduaslasnie
@) ldentify WJunisesnuuvandnenssussinsidivune sruanudunsuasndis (To Be

Cyber Security Architecture) Li1an135¥yuazidlafUTUNFNGY YINTUTIMITTANITANLLE LS T390
Fuuneendu o Useiiuges fanm

D

FRAMEWCRK.

Identify Activities

Business
Environment

[1D-BE] Asset

Management
Risk [ID.AM]

Assessment

[IDRA]

Supply Chain
Risk

. Management
Risk [lD.SC]
Governance Management

[ID.GV] Strategy
[IDRM]

[ £
v A

viell n133EyAMIAA 899zl nsd AT un s AuINITUIIIANLE B9
Cybersecurity fitignfuszuy UAAINT NTNGAY UaTAIINAINITOVDIDIANT suaazdeliianudle
TuuSuniiiisadasiu unam, é’mw%’wmﬂiﬁaﬁ’uaw Critical Functions wazau@esnu Cybersecurity
fifatos dwals unym. asnsesjatiunazdnddumnuddgludsidosiidunslitaou deaonados
Aunagms Tun1susmsdanmisenandes wagaudesnsmng unmm

.0) Asset Management (ID.AM): aya yAaIns aunsal uag spuusneg NYaelv
UN.NN. @30 UsTRIngUssasAneauautuasUaenieloues asdedlasunis Identify wasuInng

1Y [

JansiiaenadosiumNdIfYy TnaUTTaA WAENAENSATUANILAENUEI UN.NY.

v 9
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Usziauatuna (Control) donustagiu  Joyaauayu wWaviang
en153ased
douzdagiu
ID.AM-1: Physical devices and GRIELLON 919893910 nsufuRnsluy
systems within the organization are wazdulumu  ulsviowazuul | AU UNYIN.LAE
inventoried Control Ufudtumssnen  seunewinlng
SIENTERGRM awsiueg P RHE LI RRN
ID.AM-2: Software platforms and A0NAADY Jasndulaues #13 Control
applications within the organization uasulua | wi oo udlsiny 9E19tBY
are inventoried Control lonansUsEnoudy Jovar o
WBSUNNEIY
ID.AM-3: Organizational AOnAADY
communication and data flows are wagiulunny
mapped Control
LBIUISEI
ID.AM-4: External information AOAARDY
waztJulumy

systems are catalogued

ID.AM-5: Resources (e.g., hardware,

devices, data, time, personnel, and

software) are prioritized based on

Control L84
U9dIUY
A0nAADY

wazsdulumy

Control k84

their classification, criticality, and VeI

business value

ID.AM-6: Cybersecurity roles and GRIGARN
waztJuluma

responsibilities for the entire
workforce and third-party

stakeholders (e.g., suppliers,

=1
Control W83
UNNEIY

customers, partners) are established

o.) Business Environment (ID.BE): Yayan1siaves inguszasAves un.nm. gidiuladiude
LazAaNTINAIIY Vad un.n. Iefelinsianuilaliangauwazdnseauanudidy Jeloyainaiil
aggnilulglunisseynthnanusuveunieniu Cybersecurity vas un.ym. wagldusznaunisandula

Tunnsusmsanudea
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Usziauaduau (Control) daruziagiu Joyaatuayy wWnane
9 9 Y bl
WBN1SAATIZH
dnnuzdagiu
ID.BE-1: The organization’s role in GREARRN 91989970 Wlevieuar  n1sURURNIS
the supply chain is identified and wastdulumy | wwdfoRlumssnw lusedv unm,
communicated Control ALITUAIUaanNY LAZTEAU
WHEIUNEI lyvues nagvinlne
ID.BE-2: The organization’s place in ADAARDY AANUADAAR DY
[
critical infrastructure and its industry uaztdulay A4 Control
sector is identified and Control 981918y
communicated MNBIUINE I Sovas o
ID.BE-3: Priorities for organizational GREARN
[
mission, objectives, and activities are waztduluny
established and communicated Control
WEUEI
ID.BE-4: Dependencies and critical GRIGARN
[
functions for delivery of critical waziduluny
services are established Control
WWENUNEIU
ID.BE-5: Resilience requirements to GRIGARN
- " : waztJuluma
support delivery of critical services ¥
are established for all operating Control
LNENUEI

states (e.g. under duress/attack,

during recovery, normal operations)
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@.an) Governance (ID.GV): ulgu1g LwInUHUR wagnszuIunIsdmnsun1suIms

wagmiumuANigItasiuamungseilou ngyuny Uatefy AUEes an mwinaey waztafivunnuy

n13UHURNU 2gapslin1svianudlakazkdslinsulaenatu d115un15UTnIsIANIsAUL A IR

Cybersecurity

UsziauAuAa (Control)

ID.GV-1: Organizational
cybersecurity policy is
established and communicated
ID.GV-2: Cybersecurity roles and
responsibilities are coordinated
and aligned with internal roles
and external partners

ID.GV-3: Legal and regulatory
requirements regarding
cybersecurity, including privacy
and civil liberties obligations, are
understood and managed
ID.GV-4: Governance and risk
management processes address

cybersecurity risks

donuzdagiu

ADAARDY
waztdulusu Control

ADAARDY
waztdulumu Control

ADAARDY
waztdulumu Control

ADAARDY

waztdulumu Control

doyaatiuayu
Wan153AIZn
gnuzdagiu
91989210
UlgUIBLAZLUD
UuRluN1g
Shwausiung
Uasndeluues

wWniane

MsUJUANIS
Tusgdu un.m.
wazsEAUNBIINlneg
1ANUEDAAADS
A4 Control
pe9UDY

$98aY o
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o.c) Risk Assessment (ID.RA): iely unm. Wilaludesrnudeswing Cybersecurity

AN1SANLTUIUYDINDIIN (N1FAIVBINDINN ANANWAL 1150 FDLELS ) NSWTAUVDINDINN LazNSNEFUY

duynAa
Usziiunauay (Control) doustagly dayaatiuayu Wi
WBN15IATIZI
dnuzdagiu
ID.RA-1: Asset vulnerabilities are GRIHLN Wlyug nMsuuRNIS

identified and documented

ID.RA-2: Cyber threat

intelligence is received from

waztdulumny control
WigaunadIuy
A9AARDY

waztdulumiy Control

wazhUfuRly | Tusedu unymuas
ANSSNWIAIY sgPunasvinlne
Junslaane 1AUEDAARDY

lauas Bt « A1 Control

information sharing forums and LHERUNEY usilainy UL CL
SUaLLREA oAy o

sources

ID.RA-3: Threats, both internal GOLGGEN

and external, are identified and

documented

ID.RA-4: Potential business
impacts and likelihoods are
identified

ID.RA-5: Threats, vulnerabilities,
likelihoods, and impacts are
used to determine risk

ID.RA-6: Risk responses are

identified and prioritized

waztdulumny control
WNE9UI9EIUY

A9AARDY
waztdulumnu control

Wiz aunadIu

A9AARDY
waztdulumnu control
WNE9UI9EIUY

A9AARDY
waztdulumiy Control
WNE9U19EIUY

&
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®.&) Risk Management Strategy (ID.RM): @16 UAINAIAYVDIDIANT TOI1AA

v oy
v v =

N158ausUMNNIELY Uaztoausfgiu Aefeninnauuazgn

Anudsslunsaiueu

llunsatuayunisdinaulasunisuims

Usziiuaunu (Control) donuzdagiu Yayaatiuayy wWviang
WWONI5IATIZH
anuzdagiu
ID.RM-1: Risk management GRIELRLN 9198930 ISMS- | MsUJURNsIY
I LY
processes are established, managed, waztdulumu PC-CSC-026 FEAU UN.NN.
o Control YSYR
and agreed to by organizational . . eIz
bNGSUNNAIU nosTnlng
stakeholders . .
UANUAAARDI
ID.RM-2: Organizational risk GREGRKRLN
Sl $13 Control
i i wagdulunu o
tolerance is determined and clearly aenatiag
Control v
expressed . . I0YaY <o
LWRUINEIU
ID.RM-3: The organization’s ADAARDY
[
determination of risk tolerance is waztulm
. . . . Control
informed by its role in critical . .
LWRUINEIU
infrastructure and sector specific risk
analysis
@)
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®.9) Supply Chain Risk Management (ID.SC) : 81A UATUEIA YUY UN.NY.
fodia maveuuaudes uardeausfgiu wwfennindunargrldlumsatuayumsinaulalunis
U3MsAILdEsas Supply chain tng un.mm. %é’faw‘l’ﬁms{fmé?qLLasoﬁ’wLﬁuﬂizmumﬂumiszu Useiu
wardansanudeses Supply chain

Usziauaun (Control) dotusteqiu  dayaatiuayuy Wi
WONISIATIZH
douzdagiu
ID.SC-1: Cyber supply chain risk ADAARDY 919894210 nMsuHURNIS
management processes are identified, wosilulumn | ulsviswazuwun  Tuszdu unymuay
. Control AU g ok it
established, assessed, managed, and . . UQUMIuﬂIqiiﬂwq swiunasinlne
o LNEIUNNEIU A1ULUAY danuaennded
agreed to by organizational stakeholders . .
‘Uaaﬁmlm‘uas #1714 Control
ID.SC-2: Suppliers and third-part 3 " "o )
PP party aajmaaq U &€& LLG]"LZJ‘W'U BYNUDY
partners of information systems, waztdulumy SYazELR Zotay <o
. . o Control
components, and services are identified, . .
LWERUINEIU
prioritized, and assessed using a cyber
supply chain risk assessment process
ID.SC-3: Contracts with suppliers and ADAARDY
[
third-party partners are used to waztduluany
. . Control
implement appropriate measures - .
WU IU
designed to meet the objectives of an
organization’s cybersecurity program and
Cyber Supply Chain Risk
ID.SC-4: Suppliers and third-party ADAAADY
Id
partners are routinely assessed using wazidulunm
. Control
audits, test results, or other forms of . .
LWERUINEIU
evaluations to confirm they are meeting
their contractual obligations.
ID.SC-5: Response and recovery planning ADAARDY

Id
and testing are conducted with suppliers waztulm

Control
and third-party providers onte

WN9U19EIU
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) Protect \unsesnuuuanlnenssuesdnsidivune drumiuduaslasnsde (To Be
Cyber Security Architecture) Liian13119unasgiumuaulunisundasssuuresesding Gsaunsaduun
sanlu v Uszinugoy Aegy

Function &: Protect

Information
RIRESE R Pﬂﬁzd —
[PR.MA] Procedures g
Awareness [PRIP]
and Training
Identi PR.A . el
Managee:lnetrtrt and [ i Data Pl’OtECt ACtIVItIES
Access Control Secur‘ity
[PR.IF] [PR.DS]
Protective
Technology
[PR.PT]

Usznaulumermdenunisdesiuivunzay Naselimiilain newinidnsdauaunishiusnisy

dAgaulasiaieiugIu Fedsdisatvayunuausalun1siians ensinansen UL N0l
v . PN a £ v
M99 Cybersecurity Nionatdnuluauanle

.o ) Identity Management, Authentication and Access Control (PR.AC):

n15LUn0e niwdaunslusnu Physical wag Logical wazaunsalsneg MAgitesadesgniniaanisyldn

(%

lasuaynyminTuy
Usziiuaaunu (Control) anuztaglu dayaatiuayu Waviane
iNenTAATIEH
aauzdagiu
PR.AC-1: Identities and credentials GRIELLON 91989 n Wwlevie | n1sufuRnis
are issued, managed, verified, waztduluay wazhUfuRluns | Tusedu unvm.
revoked, and audited for Control SnwAmiung SRR
iU Uaonslaiues nainlng

authorized devices, users and
NN o« WAkINU | deNudennand

processes
PR.AC-2: Physical access to assets ADAARDY Taudun 3l Control
is managed and protected waztTulunu ya&muaa
Control IDYAY o
LENUEI
L))

|I ASIAN INSTITUTE OF DIGITAL AND INNOVATION oYy}



immuaﬂuauyﬁzﬁ (Final Report)

lassnssarhsndaunssussans nastysImMInaannny 5%
. ________________________________________________________________________________________________________________________________|

Usziaunauax (Control) donuzdagiu dayaatiuayu Whnune
an153ased
dnnuzdagiu
PR.AC-3: Remote access is ADAAADY
managed waztJuluma
Control

LBSUNSEIY
PR.AC-4: Access permissions and A9AARDY
authorizations are managed, wazidulumy
incorporating the principles of . Contro%
least privilege and separation of bAEUTNEIU
duties
PR.AC-5: Network integrity is SOGERR
protected (e.g., network wagtiulmn
segregation, network 3 COﬂth%
segmentation) bNEUNNE U
PR.AC-6: Identities are proofed GOLGERN
and bound to credentials and waziluluny
asserted in interactions ) COWO%

WU IU
PR.AC-7: Users, devices, and other
assets are authenticated (e.g., a@jﬂaaq
single-factor, multi-factor) uazuln
commensurate with the risk of the . Contro%

WU IU

transaction (e.g., individuals’
security and privacy risks and

other organizational risks)
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lo.lo) Awareness and Training (PR.AT) : qﬂmﬂisuaaaqﬁﬂi SN partners 9¥A94

Tasunisineusulutieswas Cybersecurity Awareness 1n8n15HNBUIHUUILADUNUNTEULALLNEING

=

WM RUHUR wazdannasves unvm.

Nagdfuamimauanuduaslaondevesdoya azasamunt nsuinveu aennnesivuleuly

Usziauatuna (Control) douzdagiu Joyaatiuayy wWviang
\an1s3asnsnt
douzdagiu
PR.AT-1: All users are informed GRIERLN wlgvgkaziwy | n1sURUEnIg
and trained wazluluany Ufulunisshen | Tuseeiu unwm.
Control ausiunsUasnde WAZITAU
NIGNTRNG ! laues i ow noevinlng
PR.AT-2: Privileged users @onnaed wilinwuseaziden | M Eennded
understand their roles and waztdulnny A3 Control
responsibilities 3 ControIL 289Dy
LNEIUN9EIU Louas o
PR.AT-3: Third-party stakeholders AOAAADY
(e.g., suppliers, customers, partners) uaziuluay
understand their roles and . Controll
responsibilities MNEIUNEIY
PR.AT-4: Senior executives GRIGARE
understand their roles and wazdulusm
responsibilities . Controll
LNEaUN9EIU
PR.AT-5: Physical and cybersecurity A0AARDY
personnel understand their roles wazdulusm
and responsibilities . Controll
LNEIUN9EIY
L)
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w.m) Data Security (PR.DS): nMsiiutoyasnudoyaves un.mnm. azdelasun1sinnisi

Wiga dennaediunagnsauANFeIves unym. Wediguntdesniudu (Confidential) Augnsias

(Integrity) Aun3ouly (Availability) Teyaves un.yv.

Usziauaunu (Control)

PR.DS-1: Data-at-rest is

protected

PR.DS-2: Data-in-transit is

protected

PR.DS-3: Assets are formally

managed throughout removal,
transfers, and disposition

PR.DS-4: Adequate capacity to

ensure availability is maintained

PR.DS-5: Protections against

data leaks are implemented

PR.DS-6: Integrity checking

mechanisms are used to verify
software, firmware, and
information integrity

PR.DS-7: The development and

testing environment(s) are
separate from the production
environment

PR.DS-8: Integrity checking

mechanisms are used to verify

hardware integrity

douzdagiu

ADAARDY
waztJulumu Control
WEUN9dIU
A0nAADY
waztJulumu Control
WEIUNSEIY
A0nAADY
waztdulusnu Control
WEIUNEIY

A9AARDY
waztdulumiy Control
WNE9UI9EIUY

A9AARDY
waztdulumnu control
WNE9U19EIUY

A9AARDY
waztdulumny control
WNE9U19EIUY

A0NAADY
waztdulumnu control

WigaunadIy

A49AARDY
waztdulumny control

WigaunadIy

dayaatiuayu Whnane
iNoN15AATIZH
dnuzdagiu

918N Wlevy | nsUuRnng

wazkUfuRluns | Tuseau unvm.

Shenausiuns  wazszunesinlve
Uapadelolues | drudenndsd
U1 eb WALINU 13 Control
S18a%LB8A pe19UDY

$98aY o

®@»o

B
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.@) Information Protection Processes and Procedures (PR.IP): uleungfinuaasiuag
Uaeade (szyfisinguszasd voulwn mind ausuiiaveu anugadulunisuinisdanis way
MIAAFDUTEANUTENIN UNIIM.) NSNS UagiunmeUfoR asdedimsusulssedsioiiles ievhms
Josiussuuasaumeanazningduvas un.mm.

Usziaunaunu (Control) douzdagiu Yayastiuayy wWavang
o33z
douzdagiu
PR.IP-1: A baseline configuration of 91989910 QUFANERRE
information technology/industrial AonAdes ulsuneuazig luszu
control systems is created and wazduluam UfdRlumssnen | unymuassydy
maintained incorporating security o Controf AETLAY naiwlne
LNEUN9EIUY

principles (e.g. concept of least Uaeastluives | flmnudenades

PN @6 WA bW /13 Control

functionality)
PR.IP-2: A System Development Life AOAAADY TeadYn oty
Cycle to manage systems is waziluluny 0Y8Y &0
implemented i} Contfof
LWEIUNNEIUY
PR.IP-3: Configuration change control AOnAADY
processes are in place uagtdulunu
Control
LB UMY
PR.IP-4: Backups of information are HOnAADY
conducted, maintained, and tested wazdulun
Control
LB UNNEIY
PR.IP-5: Policy and regulations HOnAADY
regarding the physical operating wazluluny
environment for organizational dControll
assets are met WEIUTNEIU
PR.IP-6: Data is destroyed according ADAARDY
to policy wazidulumu
Control
LNESUNNEIY

B
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Usziiuaunu (Control) donuzdagiu dayaatiuayu wWaviane
WBNITIATIZH
dnuzdagiu
PR.IP-7: Protection processes are AONAADY
improved wazidulumy
Control
LBIUIEIU
PR.IP-8: Effectiveness of protection AOAAADY
)
technologies is shared wazidulua
Control
LB UNNEIY
PR.IP-9: Response plans (Incident AOAAADY
)
Response and Business Continuity) uazdulunn
and recovery plans (Incident Control
Recovery and Disaster Recovery) are MNBIUTNEIY
in place and managed
PR.IP-10: Response and recovery HOnAADY
[
plans are tested uazdulunu
Control
LB UNNEIY
PR.IP-11: Cybersecurity is included in HOnAADY
)
human resources practices (e.g., wazidulua
deprovisioning, personnel screening) Control
LB UNNEIY
PR.IP-12: A vulnerability GRIGARN
- waztuluany
management plan is developed and v
implemented Control
LB UNNEIY
>
%l _ﬂ|

ASIAN INSTITUTE OF DIGITAL AND INNOVATION



uwuauauysal (Final Report)
Tassnssarsndaunssuasans nastysimnasna lny

.&¢) Maintenance (PR.MA): 9¢A04in15U1593n 9 kagyouLsuvad Industrial Control

wazdIuUsENoUA1eY stuuamsaumAliaenndesiuulovswasuiuuRves unmm.

Usziiuaunu (Control)

PR.MA-1: Maintenance and repair of

organizational assets are performed
and logged, with approved and
controlled tools

PR.MA-2: Remote maintenance of

organizational assets is approved,
logged, and performed in a manner

that prevents unauthorized access

douzdagiu

ADAARDY

waztdulumiy Control

RTEVARG LY

A0AAADY

waztdulumiu Control

WigaunadIu

dayaatiuayu
Wen15AsIn
dnnuzdagiu
91989210
Uleu18uasug
UfuRlunssShw
AusTuAS
Uaeasuloiues
NN <o Waldnu

a
NY[TLBYAN

wWviane

nsufURnslu
JEAU UN.NN.
UazIzAu
neyymlng
danuaennded
A1 Control
pUNUDY
Jouay o

.5) Protective Technology (PR.PT): 29/ 84ilaan15011 Technical Security Solution

wieliuyladn seuvuasnsngduves unm. danuduaiUasadewazianudangu Teaennqosiu

Wleung wuInUUR wavdennasues un.ym.

Usziauauna (Control)

PR.PT-1: Audit/log records are

determined, documented,
implemented, and reviewed in
accordance with policy

PR.PT-2: Removable media is

protected and its use restricted

anuzdagiu

ADAARDY
waztdulumu Control

Wiz aunadIu

ADAAADY
waztdulumu Control

o/

Yayaatiuayu

91989210
ulguelay
WU URly

A153NYIAIY
Supslaondt
lowas min

UszihunauA
(Control)
nsugumnislu
JEAU UN.NN.
LazIzAU
noavinlng
daudenmany
M4 Control

according to policy Wlgaunedy o Lmhjwu f)fJ’lWEJEJ
Y UALLRYA 7988% o
PR.PT-3: The principle of least GREGRKRLN
<
functionality is incorporated by uaztluluna Control
configuring systems to provide only WWEIUNEHIUY
essential capabilities
PR.PT-4: Communications and ADAARDY
waztdulumu Control
control networks are protected ¥ ontro
TN o)V
L))
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Uszihunauay

C%

Usziauatuna (Control) dnuzdagiuy Yayaatiuayy
(Control)

PR.PT-5: Mechanisms (e.g., failsafe, ADAAADY

1
load balancing, hot swap) are uaziduluay Control

implemented to achieve resilience WWBIUNEIUY
requirements in normal and
adverse situations
Function en: Detect
Detect Activities

F U E ORE.

O Anomalies

and Events
[DE.AE]
Detection
Processes
[DEDF] Security
Continuous
Monitoring
[DE.CM]

m) Detect Aonstmuaianssuilvangay ioldlumsssyuagasaaeunisiniuves
wAN1saiNFIu Cybersecurity &3 Detect Function Sutelflsiannsnnsiaaoumanisnl lévusiae
iieaguilofummnisalsely

&.0) Anomalies and Events (DE.AE) : Aanssusine finaunfagsiasanunsansinduly

Meluszugnavinzay IUNREAmMIIURINANTENUND1IANTUIINMANITO!

. . . . Uszihunaua
Uszauaduau (Control) dorustagiy  deyadduayuy
(Control)
DE.AE-1: A baseline of network GRILERLN 91984310 nsufusnslusedu
operations and expected data wazilulueny | wlevisuazuwn UNNN. haTTEAY
Control UuRlunsShw nowinlne

flows for users and systems is

established and managed WNEIUNEIUY AINHAUAN

B

2
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Usziiuaunu (Control)

DE.AE-2: Detected events are

analyzed to understand attack

targets and methods

DE.AE-3: Event data are

collected and correlated from

multiple sources and sensors

DE.AE-4: Impact of events is

determined

DE.AE-5: Incident alert

thresholds are established

C%

dotusteqiy  deyaatiuayuy

ADAAADY Uaannelowas

waslulusy Wi o walainy
Control UaLLRen

RTEVARG LY

A0AAADY
waztdulumny
Control

LWEaUN9d I

ADAARBY
waztuluany
Control
LNEIUNIEIU
A0AAADY
waziduluany
Control

LWEaUN9d I

Uszihunauay
(Control)

1ANUADAARDIRY

Control 8819UBY

5988y o

(%

e.la) Security Continuous Monitoring (DE.CM): S¥UUANSAULNALAE NS NI UTBS

UN.NN.28ABLATUNISATIVEDUBE 1 BLL DY W aliaIunsansIvaauwnni1sal Cybersecurity Lawas

a5 T9deUUTEaNSnnaInTNIsNIsteenues un.ym.

Usziauauna (Control)

DE.CM-1: The network is

monitored to detect potential
cybersecurity events

DE.CM-2: The physical

environment is monitored to

aouztaglu Yoyaatiuayu
ADAARDY 91999970
waztJulumu Control | ulgunguazwun
RTENTRRT el Uulunssnm
A0nASaq AasTUAY
wazidulusny Control | UaBRdtlaiues

Uszihunauay
(Control)
nMsu{uRng
Tusgau un.ym.lay
syAUnBINlNY
danudenmany

131 Control

detect potential cybersecurity WUy o LLE]VLNWU yasmuaa
events YATLDYN YUY Ko
\Y
)
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Usziauatunu (Control)

DE.CM-3: Personnel activity is

monitored to detect potential
cybersecurity events

DE.CM-4: Malicious code is

detected

DE.CM-5: Unauthorized mobile

code is detected

DE.CM-6: External service

provider activity is monitored to
detect potential cybersecurity
events

DE.CM-T7: Monitoring for

unauthorized personnel,
connections, devices, and
software is performed

DE.CM-8: Vulnerability scans are

performed

dnuzdagiu

ADNAADY
waztdulumu Control
WigaunadIu

ADAARDY
waztulusnu Control
WEU19dIU
A0AARDY
waztJulumu Control
NI
A0AARDY
waztJulumu Control

Wiz aunadIu

ADNAADY
wazidulusu Control

Wiz aunadIu

ADNAADY
waztdulusu Control

WigaunadIu

Uszihunauay

Joyaatiuayy
(Control)

en.en) Detection Processes (DE.DP): N53U2UN13015999U wazisn15UfuRuazaas

195Un"s Maintain wagnegeu Wieliuilaln awnsansadumsnisaiiiaundlanielussesnavansay

Yo v A a ° ) saa a
LL@%I@TUGUEJ%ETV]LWUQW@ﬁ’]MiULMG}ﬂqimWNWﬂﬂG}

Usziauauna (Control)

DE.DP-1: Roles and

responsibilities for detection are
well defined to ensure

accountability

aauzdaguu

A9AARDY
waztdulumiu Control
WNE9U19EIUY

. . Uszihunauay
Yoy astiuayy
(Control)
91989370 nsUfdRN1T

wlavnauaziud | lussdu unam. uae
Ufusluns JEAUnNDIIning

SAWIAIULIUA

@b»

B
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e

Usziiuaauay (Control) dnustagly Yoyaatiuayu Bt

(Control)
DE.DP-2: Detection activities AOARADY Uaeadeloues  danudenndes
comply with all applicable wazsdulunu Control WA by m11 Control
requirements LBIUIEIU PRGN RRNIGH
DE.DP-3: Detection processes A0nAADY fouag o
are tested waztdulumiu Control
WEU9EI

DE.DP-4: Event detection A0AARDY

I
information is communicated uaztfulunu Control

RTERRG 30

DE.DP-5: Detection processes AOAAADY

)
are continuously improved uazifuluau Control

LR UMY
Function «: Respond
Respond Activities py ...
Improvements %
[RS.IM]
Response

Planning
[RS.RP]

Mitigation Analysis
[RS.MI] [RS.AN]

Communications
[RS.CO]

) Respond Function Usgnaulusneianssuilidrdesdmivnisasiieujuadadu
Aanssufignsdannnnisnsndu Cybersecurity Incident Tngagsandanissessu anvaunsalunistestiu
NanIznuaNn Cybersecurity Incident Vimmﬁmﬂﬁu

&) Response Planning (RS.RP): nszuiunslunissuliouasuuiufuflunissuile

gaadlasunsaniunisuaglasunsusulsediamingay welvkulatnaiunsavinisnsadeunay
Suileu Cybersecurity events laognayiuyiigi

)
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) . . . UsziaualIuAy
Usziauaauau (Control) dougdagiu YDYAFUUAYUY ’
(Control)
RS.RP-1: Response plan is GRIELRLN 919843910 nsUURNTS
executed during or after an wazidulum wleviswaswyy | Tussiu unvm. way
incident Control Ufialumssnwn sedunesinlvey
RTIISRTRRG LY AasiuAg 1ANUADAARDINY
Uaansulatues Control
W m& usiliiny QINIYGH
31888880 FoLaz «o

&.lo) Communication (RS.CO): NS¥UIUN5IUNITTUL 2T UALABILATUNITSUNISAARAD

Usrauau Augiieatemanglukazniguenasdnsegramngay lagsiudanis aduayuain un.mm.

'
N v o

nsRuldmunguunesiy

Usziiuaauaw (Control)

RS.CO-1: Personnel know their

roles and order of operations
when a response is needed

RS.CO-2: Incidents are reported
consistent with established
criteria

RS.CO-3: Information is shared

consistent with response plans

RS.CO-4: Coordination with
stakeholders occurs consistent
with response plans

RS.CO-5: Voluntary information
sharing occurs with external
stakeholders to achieve broader

cybersecurity situational

dnuzdagiuy

ADAAADY
waztdulumiu Control

LWNEaUN9d I

ADAAADY
waztdulumiu Control

LWEaUN9d I

A0AAADY
waztJulumy Control
LNEIUNIEIU
A0AARBY
waztJulumy Control

WEaUN9d I

ADAARDY
waztdulumiu Control

LWEaUN9dIY

v Uszihunauan
Yayaatiuayu
(Control)
91989910 n1sUURN1S
Wwnans ISMS- | Tusesu unm.uay
PC-CSC-022 syAunaevinlneg
danugennans

#134 Control
2819UD¢
SamaY o

awareness
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&.a) Analysis (RS.AN): 3¢/ 838N153LATILMUAN1TINIA1U Cybersecurity ol
wiladnfinsSuileegramngan wazanunsavlelnanssy Recovery WWulUldpgnamunyas

. . ) . UsziunAIunu
Usziauaaunu (Control) douzdagiu YDYAFUUAYUY
(Control)
RS.AN-1: Notifications from GRIELLON 91984310 nsufuRnslu

detection systems are warslulunu Control | ulewisuasuy | 520U UNVIV.WAY

investigated RTENTRRT el Uualuns sEAunasinlve
) " Snwpnusfuas | fanudenadsd
RS.AN-2: The impact of the GRIIALN . )
il Unondelaiues #1u Control
incident is understood waztdutuanu Control Y . .
- . PN e Lo bl 2819108
LWEaUN9d I g )
) Y NUSIUALLDYN $o8ay o
RS.AN-3: Forensics are GRIIGGBRN
oerformed waztdulumiu Control
RIERVARG R
RS.AN-4: Incidents are GOLGERN
<
categorized consistent with waztdulmu Control
RIERVARG R

response plans
RS.AN-5: Processes are
established to receive, analyze danAaDY

)
and respond to vulnerabilities waziTulunu Control

_ o LNEIUNIEIU
disclosed to the organization
from internal and external
sources (e.g. internal testing,

security bulletins, or security

researchers)

B
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«.&) Mitigation (RS.MI): 9@ aeatlun1siiadaeiun1sve1899n119009 9 N150]

WBUTIVMINANTENU UAEN1SINMRNITAINIIAIU Cybersecurity

UsziauAuAa (Control)

RS.MI-1: Incidents are

contained

RS.MI-2: Incidents are

mitigated

RS.MI-3: Newly identified
vulnerabilities are mitigated or

documented as accepted risks

anuzdagiu

ADAARDY
waztJulumy
Control
LWNEaUN9EIU
ADAARDY
waztdulumy
Control
RIENVRRG o),
A0AARDY
waztdulusny
Control

WN9U19EIU

£199997n Wlguny

wazhuUfuRluNg
Shwnausuag
Uaeaduloiues

ualdnusieaziden

UsziuAIunu
(Control)

nsufUANsTy
AU UNIN.LAE
syAunaavinlng
daudennany
#11 Control
pE9UDY

$98aY o

&.&) Improvements (RS.IM): fianssuni1ssuiievetasdnsiuazaeslasun1susulislag

ax sal & ¢ o e o o
’Jﬁﬂ'ﬁﬁ'ﬂ‘Ui'ﬁJﬂqﬂL‘Viﬁlﬂ'ﬁm‘ﬂLUu Lessons Learned ﬂqﬂLWQﬂqim{jﬂﬂqUuLLagL‘Vic‘lﬂ'ﬁm‘ﬂLﬂEJ G]i')ﬂfﬂ‘Ulﬂ/

Suilouan

) . . . Uszhualuay
Uszaualuau (Control) doustagly YaUARUUAYY ’
(Control)
RS.IM-1: Response plans ADAARDY 919899310 n1sufuRnislu
incorporate lessons learned wazilulumu Control | wleunguasuus  S¥AU UNVIN.UAY
RTSSTRRG LY Ufualung sEAUNDIIning
RS.IM-2: Response strategies are ADAARDY Shwpnugiuas | fiauaenadosny
updated wagtdulumu Control | Uaeadelawwas  Control agates
\WBIUI9EIU ue lsiny Sovay <o
YAz
[oYy/fe) =@))|
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Function &: Recover

Recover Activities =~ ™~

&) Recover Function t{un15591595A30550M196 1115 Maintain Wnuilmsnzasiiie
mnudangulaziiieiaginng Restore Uszansnmmiensliuinisles MAnarmunnseaioniniveg
Cybersecurity Incident 1ag Recover function ‘ﬂguﬁa\‘iia\ﬁ%ﬂﬁ Recovery szuulimiduundaely
svggnaTirauioannansenuan Cybersecurity Incident

&.0) Recovery Planning (RC.RP): nszuaun1stun1si Aukaziuiujuntunisau
FodldFumsdniiuns wazldiunmsuuugegiavinzan WeliulaiamsadfuszunnSonindauves
newiniilasuransznuan Cybersecurity leagaiuviagg

. . . . Usziauaiuna
UseLaunIuAl (Control) anuztagluy duadluayY
(Control)
RC.RP-1: Recovery plan is GhIELRN 91989370 Wleuy nsuuanslu
executed during or after a wazdulumi wazkURURLY FLAU UNN. LAy
oybersecurity incident Control MITNwIALTUAY | seAunesvinineg
LBIUIEIU Uaoaselaiues JpuEIAAR DRI
W e WA Ly Control 98stlay
PRERHIGRL J0UaE o
D)
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&) Improvement (RC.IM): unulunisgAuskaznszuiunstunisiaudedlasunis

UFuussegianes 1aun1571uUTI83N Lessons Learned Whiiufianssalusuian

UsziauAIuAl (Control)

RC.IM-1: Recovery plans

incorporate lessons learned

RC.IM-2: Recovery strategies are

updated

. . UsziaunIuAY
donuztaguu JouasuUEUY
U 9
(Control)
GRIELRR 91984910 n1sufuRnsluseau
I~ (Y]
wazsdulumny PLYUELAZILLD UNNY. hAZTEAU
Control Ufusluns nasvinlney
RTEVARG LY Snwanudune | dANudenAaRInny
ADAAADY Yasanelowas | Control aghatlay
wazidulunu U ool $0882 o
Control NUSI1BALLIEN
WN9U19EIU

&.a) Communication (RC.CO): A9nssuluni1sfAuazdodnisussaiuaunuyi

WNeted Min1glunazniguenneein endleg1agu Coordinating Centers Internet Services Providers

WNU9TEUUMALR ntanlasunansenu CERT CSIRTs waz Vendor 1udu

UsziauAIuAN (Control)

RC.CO-1: Public relations are

managed

RC.CO-2: Reputation is repaired

after an incident

RC.CO-3: Recovery activities are

communicated to internal and
external stakeholders as well as

executive and management

. . . Uszihunaua
aouztaglu YauaduuaUY
Y 9
(Control)
HOAARDY 91989370 nsuumnis
wazidulusu Control | uleunswashud | lusesu unym. way
RTIISRTRRG LY Uualumsshe | sdunesinlng
GRGERR AMUIUAY PR GRGIEON
waztdulumu Control | Usaasulaiues A1 Control
Wigaun9dIuy U ence bbbl AR
GRGERR SUATLIUR SawaY o

waztdulusu Control
WNEUI9EIUY

teams
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AANIINITNRIUN

Capability Maturity Model Integration

Level 1 Level 2 Level 4 Level 5

- Performed - - Managed - = Quantitatively - Optimized -
Managed -

People ﬂ’ﬁﬁ@l]uqLﬁu%ﬂﬂ’ﬂﬂﬁ’]ﬂﬁiﬁuﬂaﬁﬂi UN.NN.

Process

Technology

2N e-em NUsSTEUAMENS B UAILIURIUaens e lalues @ T

B
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wumsUfiRnasnsauunsgudiunisinvanuiuasaeadsluues

nestyanisnesinlnedosdinisiruauumafoRnunseunnsgiudunsinmanusiunag
Uaensteluuessudutormuatudrlunsdudunisdunssnuanuiuasasaselavesdmsy
ey TuanunmesnslunsUssfiuaudes msnevaussuariuiiedusanaumaluiues
deflfuanaunslavefniomnnsaifidsmanssnunieenaneliifnnansenuniomaundooegnadl
Tudfyviossnaeusiressuvasaumaremiieny Welinsshwianuiuaaenduleuesaunse
UfURldegeTagy fuszdvam uasdululuiiemadsasumitsaufunsinuanuiunsaonds
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Figure 2 — Core ICAM High-Level Operational Concept Graphic (OV-1)
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Source: US. Air Force.

Notes: A wide variety of platforms (satellites, aircraft, ships, humans, etc.) and sensors (imagery.
communications, acoustics, etc.) collect, analyze, and share data, information, and intelligence across multiple
warfighting domains. The focus of ISR is on answering a commander's information needs, such as identifying and
locating adversary activity and intentions within a given battlespace. Specific intelligence disciplines include but
are not limited to Signals Intelligence (SIGINT), Geospatial Intelligence (GEOINT), Measurement and Signatures
Intelligence (MASINT), Publicly Available Information (PAl), and Human Intelligence (HUMINT).
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Source: 2019, Air, Space, and Cyber Conference.
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- Robot/Drone
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130 (Application)
- AULNY D AU @18
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e/ nuiiugiu
Office

ngumalulad/nsease

Standard Profile Technology fiun: Model

WnsgunsuUydnana - Device Standard Model
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Uaoadedwsuiule - Mobile Application
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Uaeadedmsulusinsu - Microservices Architecture
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- annUpenIsusnuueUndiatu

wardaya vas un.vm.
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Platform

- Digital Identity
Platform
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- 1SO 42010 Systems and - MyRTARF Integration
Framework

- Virtual Reality
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ASTUIUNITHALNT Management Reference
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UIN15NASE b&oe
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- Big Data Platform
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Platform

- Data Link Platform

- Encryption Platform
- ISR Platform

- Planning Platform

- Command & Control

Service Platform

Standard Profile

- GIS Standard for Data
Formats

- GIS Standard for Meta
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- GIS Standard for GIS

Services

- ISO/IEC 20546: 2019 -

Information Technology
— Big data — Overview
and Vocabulary

- ISO/IEC 20547: 2020 -

Information Technology
— Big Data Reference
Architecture

- Government Big Data

Framework

- Thai-Link/DDS
- AES (256 Bit)

- COP/MTF/NTC/CCTV/

Joint Plan

& | lpssasenugiu (Infrastructure)

- Cloud Computing
- Infrastructure as a

Service

- NIST Cloud Computing
Standard
- NIBUNINIZU
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- 15027001

Technology fiun: Model

- ArcGIS (NSUBNUNNIAITANNAUR)

- Big Data ML Al
- Hadoop Big Data Platform

- Palantir - Gotham Platform

- Data Center Infrastructure
Reference Architecture
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- VM Ware/Storage Server/
Drive

- Docker

- Kubernetes
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- Software as a Service | - Webserver/ECM/Container | - RDBMS/Oracle/SQL
- Platform as a Service Service - MS- Exchanges
- Mail/Meeting/Chat/E- doc
- Network - nseuulewe wUURAIM | - NIST Cyber Security Framework
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¢ | madoureseninesyuy | - SOA 1ATT NN - API Gateway Reference
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Middleware) - Micro Service
- CORBA 47M1381UN13
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- ISO/IEC 11179-5: 2015 - SQL/XML/Json
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Development) _ISO/IEC 12207 - Agile Software Development
- Requirement Methodology
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Development
< NISUTMTINNITTEUY - 1SO 20000 - Atlassian Platform
(IT system - 1SO 24001 - Grafana Monitoring
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- IT Service
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Management

- License Management
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Management
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<. waunsilasukuaadnenssuanns (EA Transition Plan)

nMsumIukezdsulTsanndnenssunsdnses nastyrinisnesinive Tusseunisyhatud
lafin1suFuugamumuunuluiannis ¢ U (nabeob - bewo) IWlumsaiunisiieliu Inedl
Py aiulinsdiiunisinnuaenades waednmsuivinslddudoieemndiussnis laed
Whmnefifvusliinisiasusinuuegiannllg SMART HQ Tul wa. bewo

1umi|:d?{aumuamﬂmaﬂiﬁuaaﬁmiwzLLﬁnﬁm'ﬁ@'igqLflmmsmit,ﬂ?{awhugf DIGITAL HQ Tud
WA, o&wo Jevsnefiansviauves unym. axdeaduidviaiidenlesysanmstusgieiifoddy desdl
fovesnsuimsinnisteyaiiindedaawioumioulunmssesfunisliimeluladdugdudmmnenis
ftanndoly wu nslityavssiug Wudu Ssnsfuedou unam. Wewdsurughtvaduildfionis
ausmuneluladiiiesegnafien uideamnesamiinsiaussamenyesesdnsludmduliiniuse
W Aunseuvesiaina anudilalundnnis wanfdeulun1sujiRnu Wudu lnenannisvesnis
\WaswuruAIVa (Digital transformation) 483 Un. M. fixwelul

AIUYAAINT

- mawdsuyaanstidanunion dosmualiinuedsva Wuaussousiugiulunisdnass
n3nensyARa AssmuntRsuRaveundn dfnenmlusuuuuln faenndesiuniudosnisluouian
1n8M 89 NINAIUINIAINAVDINBIU Y IN15NTNLNEAIN9Ta UGN M1uNTOU DGRF (Digital
Government Readiness Framework) inwzAdva (Digital Skills) sudeiAuaR T LIvay (Digital
Mindset) tiloaisliifdamadinnundousuadsa

- wihsruiuRaveulumsiaunssuuasaumAlundusems vsshdamanidaeuaanse
sumaluladAdvialiisame WelvamsaufuRnuldmuumunuiismun Tnewmnidiussndos
uimsinnssumdmavosmigliininzaudeniswauduiisavesesdns saudadununsidis
yaansAmEInsfewanznsisiduie s szuumsaumanaanInensI Nosdng (NSNS
doansnmg)

AUNTEUIUNNS

[
aa v =]

- MIIUYRWNAINTITNIS AeelSudsugnisviaukuuadviallessdy (Digitization) uag
NSYINULUUAITaNReLeY (Digitalization) Feluiigsualdinaluladfanaluni1svineu wafessIngs
Asa gudsAnnardSunseuIun1sYineIuuIedly Weanduneauvesud lusndy Thiianisidy

a

UsgAvsamueanulunmey uazdeainmsuszanuuaniudsudeyaseninmhesnuduiilideyasuiu
Tnefnsvhausuuiumhenunntuieliussadmanesuiy

- msifausssuesdnsfindesi Tneyndununisdeanisnseniinddsuualidu Digital Disruption
Tunisfiansannuned §UATIvIzauvesesdnsionisildsundaslidndudesdafiadusssudon
UFTRIRL Weadulansouuaeuiausssuesinslsegssouwsinlunnid WuinusssRivianfiaszasd

- JUsulyymaz usMsnnseaudelinsindulaandeyadte wagnangiudauseing
vuilugunuAauuuinemans ludisudulumsativayunisdadulaliinnuihfiamsasuiunisld
ALLIRANTTULAA BUBAANTAETeYa (Data-Driven Organization) & amang2udenNdLT1WN15H DS
Favideyaaguiliiladnslusuuuuves Dashboard Tnsusnidudeyaaguszdudiusivnisldniely

ey wardeyaagusvaugUshuldyuvesnasdyynisnasinlne Tolunmsu
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- dlefimseanuuunszuiumsvhendlusl (Process Redesion) aziinmsannssuiunsedou annud
lidndu Wiasanuiulasiaisuasdfuandnnidsiilidnduiviusfiouagnssuiumaviandl ez
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- unm. Sududesiinalanisifuguanmsaunisiuasusitug DIGITAL HQ svanesaniianis
sidumssnumalulad uazmssdumsiuililimeliladdesdmsturdoumugiuly Tneraenssums
walwlagadvias esiludimuadiduanudAgueinisaniduns lnefiarsanainanudindu erunioy
yoatasomudse wasaudiueslunsasiuiusia masiiunslisidusesjmanisasusinu
Tiussauannaunioudiu lnadndunisdiugeslidniausduazveenagnnlngluwsazeiu
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a o
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AUV ZEY
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Vision

H. e
Architecture Busir;ess
Change >
Management Architecture

C.
. G. B Requirements Information
rrg)emen on Management Systems
overnance Architectures

I D.
Migrat.ion Technology
Planning Architecture

E:
Opportunities
and
Solutions

© The Open Group

strategy i
- Enterprise goals ]
* Enterprise size i
* Role of IT

Inputs to COBIT® 2019 COBIT® 2019 + Sourcing model for IT :
+ Compliance requirements J
* Ete. 1
OB 1]: 0 i
Reference Model of Governance ‘.- Design Factors . .
andard and Management Objective S Tailored Enterprise
RenUiat Governance
e B B System for
0 Information and
ontributio e — Technology
g Rl > Priority governance
3 and management
ras objectives
= > Specific guidance
from focus areas
[— > Target capability
and performance
management
guidance
COBIT® 2019 Framework:
Introduction and Methodology
COBIT Core
Publications . ) "
COBIT® 2019 Framework: COBIT® 2019 Design Guide: COBIT® 2018 Implementation Guide:
Governance and Designing an Information and Technology Imlﬁ%nr..:'lgttligﬁ :I:Id ggmﬁggya"
Management Objectives Governance Solution Governance Solution
dl ¥ (3
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Service
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elivery
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Enterprise
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AP010-Managed
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Availability
and Capacity
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Resource
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Portfolio
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Risk
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Organizational
Change

Budget and Costs
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Security
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Stakeholder
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Human Resources
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System of Internal

BAI07—Managed Control
IT Change
Acceptance and

Transitioning
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Knowledge
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Operations

DGA
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Service Requests
and Incidents
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Configuration
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Projects
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Continuity
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Security
Services

DSS06—Managed
Business
Process Controls
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(Digital Government Readiness Framework 2021)
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IT Human Resource
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Sae
I'I'_c_ornp_etency ﬂ Reliable infrastructure Cyber security 158 Trusted protocol
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IT Architecture
Investment Process
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Acquisition Development
Strategy
Governance Business
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ACMM
Senior
IT Security i
Involvement
Architecture Operating
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on Participation
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Maturity Model)
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Level 5: Measured \
Continuous improvement

of Enterprise Architecture process

Level 4: Managed \
Managed and measured Enterprise Architecture process

Level 3: Defined
Defined Enterprise Architecture
including detailed written procedures and TRM

Level 2: Under Development
Enterprise Architecture process is under development

Level 1: Initial
Informal Enterprise Architecture process underway

Level O :None
No Enterprise Architecture program

Architecture Capability Maturity Model (ACMM)

Al &-¢ seupnundenlunsiannaninenssuesding ACMM (Architecture Capability Maturity Model)
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(RTARF Digital Transformation Roadmap)
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(Digital Government Maturity Model)
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lao Gartner (Digital Government Maturity Madel)

ASUS:LTUADIUWSDUUD VI VANS
{u@u Data & Analytics lag Gartner
(Data & Analytics Maturity Model)

MSUSzLOUADIUWSDLUUD 0D OANS
tudhu Al lag Gartner
(Al Maturity Model)

St o: DIGITAL HQ

G99 - BEMOo)

Foundation
& Data Link Creation

OnIsuUSHISTaMSanAluladadna (us:cu
AliuasAalaszuysad (Fully Digitalized) looD
SINFIU (Foundation)  riecnutnAlulagua-cnu
DOANSAHLIEL dous:naulUtng nssudusIUR
WusuuilunnsIudany StUUAISAUNALA:
dapadiuayunmisoanasia dssuuAdUAY
JOAUTE AR oLluEn
HS:uUoIUNIAS2ME Big Data DlAs oy NCO
AoAnuSuAvUasafiomelsiuas DAUSaucD
DANLwiaLch an umsaisngd  wasmsdaude
doua (Data link) SzrdnontbeRauystd lood
MISCNTOUVIUCNUASAUFIUAYASSUDOANS  1as
AU FIaS1HMS LOAING Fodunofins
Faussaugo BupoAnsusomsSoud  Snfod
FOWED SO 050 woSArndcie aeiUud ua:
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Defined

* Data Centric
* Disruptive Tech

Defined
* Open any Data

Integrated
* Fully Digital
* Leading Tech
Managed
* Things as Data

* Truly Multichannel

Systematic

* Exogenous data sources are readily integrated
+ Business Executives becomes Data &Analytics
champions

Al Laboratory

+ Experimentation, especially data science
* Successful Al POCs

s:g: ©: PROMPT HQ

(U v - VEE)

Pattern Recognition
+ Algorithm Realization
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JuamIsURUaNISSs oY 0s:uULATUaITalu
sUuuu  Digitalization  Ds:uuRdo8lfE115D
FIOMISEig oo ACTUURUIIAC DS:uUUnINSD
mssisutginAlulaglrnUs:aus (A dudiulu
ssuuchoe soufio Szuud1d
AS9v  BufiovenABANLEINSIUDY  Machine
Learning  [UMSIIASI: AR AW FISULLUATIL
JUWUS (Pattern Recognition) 1a:=31Nsndsio
Wuduceuds (Algorithm  Realization) twaldlu
Msas1o Al Dmsdiiudesnasioamosfiifiona
OMSIOSOUATIUWSDL WaMS0R U U or M s

[God1ofunal  Funsadiuamssouiunooriig
NUNACNINOSTIUEINS

Nevaaiumsnauandnenssuassnsidungeusuluseium@ wavsesvaina lnaanuduwus
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s:8:n o: SMART HQ

(U vz - vEGo )

Intelligence + Automation

geuduide  WudAMumSaiuenIssiy
DrSAIUALTALTUARDA DWW gRdow
Muoat  oauudoasy:  (ntelligence)  wa:
Jaluid  (Automation)  (UNS:UDUUREADY
logmsi@szuuinaluladUounuius:aus (A dns
[@suasiodonnuannsn deouy loanisivey
woun domaauianssy  wwalichs os:uugld
GpoovAnnuivavgA;nsmety 10U ovdnsin
ANLdoU  ansacnsvagldmunatoano:
WwodauAwdounlay TaNUIUDIUNUS:S o

snfodupofinsaussaugo  ADANLTED A
o501 Tsola wWusssu  ostaauld Undov
FOuRAN WuREAUSAU ATTUUAYUD oUS:LNF
aghodudu A00AIDVAUITLITFLINALDUIHINEY
SNEAENSEIAMUANLITUAD

Smart

* Predictive
+ Future-Tech

Optimizing
+ Automation replaces portals
* Smart Machines

Differentiating

+ Executives champion & communicate best practices
+ Data & Analytics is a fuel for performance and

innovation

Al Center of Excellence

* Al in production
* Projects multiply

Transformational

* Data & Analytics is central to business strategy

« Data value influences investments

Hybrid Al Organization

* Al is pervasive and disruptive

+ Significant impact on workforce roles and skills
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b. daLauauue (Roadmap) N13399319uNUUJUAN1AINE (Action Plan)
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O MTRYUALHALINIUATA
o MIIMIETIAUIaTeYa (Data Governance) uagnismnuguaanlnenssuy
99AN3 (EA Governance)
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o. 1A39851999ANT wazyAaInsIuAlulagalsauwma Naenndasniu

dnUnen3suasAns naslyyinsnasiinlng (RTARF EA)

.0 NMIANYIAATIXRALUALINITINLATIEE1909ANT uazyAaINIAUmALUlagaTAUWANY
WieauBuY
0.0.0 N133ALATIAT1909ANTUATUABINIATUNALULATAITAUNA YBINTENTIINAINY
GV OIFER
defnuiiaszinisdnlasiaiisesdnsveanmgiaundnissan (Joint Chiefs of Staff) dulu
nildlumhenunelinsgnsrnalnvesansgenini nuinshssumaluladasauma fnsegly

Ausuiiaveuves J6 deilunumminiiasouagqu C4 1fiA Command, Control, Communications &
Computers/ Cyber fatu szuuimalulafarsauna Jududunisfioglulasaiisosdnsves Ca fae
(The J-6 represents the Joint Warfighter in support of the command, control, communications, and
computers/cyber (C) requirements validation and capability development processes while ensuring
joint interoperability. To further this effort, the J-6 promulgates guidance and provides functional
expertise to the Chairman in order to shape the joint information environment. Additionally, as the
Joint Staff Chief Information Officer (CIO), the J-6 provides business class Information Technology
(IT) services and support to the Chairman and the entire Joint Staff) a9s1vazLo galu
https://www.jcs.mil/Directorates/J6-C4-Cyber/

TuvngNdndug veansznsaanailuy anfseuint IHzunsuiulassaiiesdns iWonsnaudu
welulafarsaumasenuniud nuurendwdadie wesessunsiauimaneluladfdvawasnis
Uiuasusuuuuseanaumsileies daziiuldin Tufeuliquisy beon nesinun ansgeuin
louenunuimuazlassasisvesnusualulagaisaunalieglunnuiuiinveuves CIO lnguenaanin
911 G- Fafuduyanaiiortu faseazidealu https:/www.army.mil

Tne CIO wagnureauneld Clo azdind i i sadumaluladarsaumealaeass (CIO core
functions will be policy, sovernance, and oversight. Focus areas include: Information Environment,
Cybersecurity, Enterprise Architecture, and Data Policy/Oversisht/Governance, Enterprise
Architecture, Enterprise Cloud Management and IT Spend/Category Management)

yurd G-6 uagmhenuneld 66 aginiiludaujiinismesunisdeaisuasiaiedne
deyu1ad (G-6 core functions will be planning, strategy, and implementation. Focus areas include:
Information Environment/Network, Planning and Integration, Theater Synchronization, Architecture
Integration, Enterprise Information Environment (EIE) Mission Area Portfolio Management and
Mission Decision Packet Management)

gj dn’ %4 v 6 1 v = v v
7198 1ASIA519N159ABIANSYBIURBUAUMALUlagaNsaumAn1ela CIO Usenausie
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- WUBUAY Policy, Resources, & Analysis (The Policy, Resources, & Analysis Directorate
exercises legal, fiscal, and statutory authorities to achieve near-term and strategic CIO/G-6
objectives; and delivers ClO-focused governance, policy, human capital development, financial
planning, programming and execution, bulk buying strategies, and portfolio management to
execute and sustain LandWarNet and Network 2028)

- MBI Architecture, Data, & Standards (The Architecture, Data, & Standards
Directorate drives innovation and modernization across the Army by developing and maintaining
an integrated enterprise architecture, propagating data and service standards, and applying
comprehensive program management rigor to IT investments)

- WIB9UAIU Enterprise Cloud Management Agency (The Enterprise Cloud Management
Agency is a centralized resource to establish the cloud environment to synchronize and integrate
cloud efforts across Army)

- wuau Cybersecurity  (The Cybersecurity Directorate provides direction and
guidance for cybersecurity policy, architecture, and resourcing to ensure the confidentiality,

integrity, availability, and repudiation of Army data)

.0.l0 N13301AT9ES19R9ANIHAZYAAINIATUINALUlaga 1 SauIA YasaaItun1siuly
Uszmdlne

nafuduelulasinis 4 Wianuauladunisdnw fiesiesd dedisudssiuda
TasiadesdnsuazypansiumelulaBasaumamevasantunisiuie Liesn

o) Junqugnamnssuiilésudninainnszuanivaduogann weludunisusu
sULUUNSYIeU TatansUiunman anonaulukEnSaeiuazuing i slfaenndastumiudesnis
WﬂﬂﬁjﬂﬂmLLazLﬁ'ﬁ‘t&@ﬁ‘ﬂﬁLU§BULLUaﬂ1USSWQSQWL§Q

o) Wunqugravnssuiiluesdnsvuislnguagliauddgyiunisiosiuuagsnu
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Security BI/80
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BPMO Business
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AMA oo ATTUIUMIlUMIUIMsIanIsuaziiuguaaandnenssuesng

- EUUAU [T (IT Team) wWSsuLaliaudnemalulad@sauneiy f9iunuimneglnu

nsusMslasImsimunaluladaisaumna (PMO)
nsRLsEUUWalulagansawna (Solution Delivery)
nsqualassaiisiugiunarujianiaimaluladaisauna (Infra & Operation)
FanT0UAUIUFY Helpdesk uagliuinisszuumaluladansaumaiiauind,
wsauazldnuiuegiag

msAnugua (Governance)

n159An159eya (Data Management) Tngianzee19d Joyadnszuumalulad
ansaumasngg ety Sddasandaudoyaussny

Internal & Structured Data

- @uuau Digital (Digital Team) FHUNUIMIALIAY

MTITPuaTNAILAINEA (Digital Innovation) Fedumuwneatunisainnisal

wialulagluewian (Foresight) wasnaaasdimalulagNaanisalunyssgnalyiv
I3 | a o & A4 g

29ANT WIUNINTTUUIDNUNNUU Sandbox

nmsauwazliusnis Digital Solution (Digital Solution Delivery) #aluau

NeItunstinan1saaesdeiuing s LagliuinIseg1eeLles

N13Ra1ANISAINA (Digital Marketing)

- dwnuiuteya (Data Team) Bellunuimifgliu

Msinazvideya (Data Intelligence) iaduillu Structured & Unstructured
Data UagAT8UARNTY Internal & External Data
mﬁmm%wﬁa;ﬂa (Data Infrastructure)

N1359ANN55330AUaTeYA (Data Governance)
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